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The Effective Cyber Security Strategy Challenge
O

The Challenge by the Numbers i

“The main problem of obtaining key talent in the realm of cyber security stems from a lack of qualified applicants.”

> The number of unfilled cybersecurity positions is expected to reach 3.5 million globally by 2021—up from one million in
2016

> It takes an average of 130 days to fill open Security positions — and Public Sector security groups are typically
understaffed from 5% - 75%

> The percentage of staff with less than five years of experience increased by seven points just between 2016 and 2017

> 1An analysis from the U.S. Bureau of Labor Statistics showed that there were 209,000 cybersecurity-related jobs that were
unfilled in the U.S. during 2015 — indicating a negative unemployment rate for cybersecurity professionals...

> 1ln addition, the demand for security professionals will increase 53% through 2018

> Private sector/commercial organizations expect to pay cyber security salaries that are 50% - 150% above average Public
Sector salaries for similar roles...

> ...and include a wider array of benefits including paid professional training/certification and higher education; working hour
and remote-work flexibility; extended paid time off; enhanced health benefits; on-site “stress-relief’ facilities and functions;
and advanced technical tools

1 ISACA. “State of Cyber Security 2017: Current Trends in Workforce Development”, February 2017

The unemployment rate for cybersecurity specialists is effectively zero
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POV on Effective Cyber Security Staffing

Root Causes o6

Collectively, these forces drive Security to do more with existing staff while planning for shifting talent needs in the future

> Many of the experienced “baby boomers” with deep technical security
understanding are approaching retirement age, resulting in not only a '@
shortage of skilled workers, but also a “corporate knowledge” gap

A recent Gartner study identified
the following critical s ecurity

» Organizations struggle to retain effective and high-performing security staff, =

m Cybercrime will continue to

resulting in a vicious cycle of high turnover and slow hiring increase due to the economic

land scape
m Digital business and technology

innowvation will continue to

» The demand for security expertise in the enterprise is growing rapidly, challengs sxisting securty
. . . . . e . approaches for the foreseeable
forcing security functions to exponentially scale availability and capacity T rer percentoge of sontor
less cyber-savvy ciizens are
more likely to victimized by

> Factors driving this demand include incrementally larger breaches in the cybercriminals and related fraud

The historical lack of investment

news, massive investments protection and transformation, and widespread and emphasis on protecton o
constrain security maturity

adoption of agile methodologies The decreased avasabulity of

security skillsets and increasing
wage rates have resulted in a

> Digitalization exacerbates the global shortage of security talent e

It quickly becomes obvious that hiring more staff doesn’t remain viable for long, and the solution requires a shift on what

comprises an effective workforce
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POV on Effective Cyber Security Staffing

Addition to the New Normal o6

Digitalization exacerbates the global shortage of security talent
Role Description
Sales support Explain the company's security efforts to external

customers, bulld and modify controls In response to
external customers, and otherwise support the sales
process.

Customer Understanding | Research and conduct focus groups with external
customers to Identify and Improve securlty featuras.

OT Securlty Spaclalist Deslgn and maintain secunty for operational tachnology

and supporting technology.
Digitalization requires a wider range of security Countarespionage Analyst | dentiy. confuse,or impede attackers through actie
roles that entail new skills and knOW|edge misinformation, coordinating with law enforcement for

takedowns, and reverse-engineering malware.

Securlty Service Manager |Manage and overseo the end-to-end dellvery of securty
sarvices to the business.

Metric Coordinator Gather, aggregate, and report secunty metrics to support
other securlty staff, functlon management, and external
reporting nesds.

Security Strategist Set the security strategy and Inform company strategy

by consldering the entire ecosystem of data, IT systems,
regulations, securlty practices, cyber threats, and
business trends.

Enabling digital transformation along with the “new-normal” in cyber security requires significant changes in almost all

aspects of talent management including planning, recruiting, and development

4 CONFIDENTIAL AND PROPRIETARY | © 2018 Gartner, Inc. and/or its affiliates. All rights reserved. G a rtner



POV on Effective Cyber Security Staffing

Practical Impact of the Challenge o6

App Security
5

Vulnerability Mgmt Availability
» Public Sector aggregate cyber PKI-Encryption 4 / Change Mgmt
security maturity continues in a \ 3 /
Reactive pOSture Physical Security Confidentiality

\ /

» Improvements in cyber security
maturity continue to be limited by
weak security governance

Network Zones —— . Endpoint Admission

» The #1 contributor to weak security
governance is the lack of qualified,
skilled, experienced cyber security
professionals in sufficient numbers Monitoring
to do what needs to be done

Network Perimeters — " Governance

Host Security

Mobile Security / \ Access Mgmt

Malware Integrity

The measurement of security maturity goes beyond simply existence of a control. It also includes the aspects of

completeness, comprehensiveness, effectiveness, and efficienc
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POV on Effective Cyber Security Staffing

Current Trends o6

Business leaders have a growing understanding of the significant impact of security on an organization's ability to achieve 32
business goals, protect reputation, defend from the inevitable, and return to full functionality

Trending internal security workforce development strategies
Developing more virtual roles (such as virtual CISOs or privacy officers)
Outsourcing more operational functions to Managed Security Services Providers (MSSP)
Favoring cloud delivery products to reduce the maintenance overhead and remain current

1

2

3

4. Increasing the level of automated operational functions

5. Collaborating with universities, the military and other communities to attract emerging workers
6

Implementing an inclusive workplace culture and recruitment practices to attract a more diverse
talent pool

7. Using lean security organization principles to drive security responsibilities more into the
business and elsewhere in IT

Savvy security leaders are not exploiting this new board-level attention to simply go shopping for new security products, but instead are

using this attention to gain executive-level sponsorship for new strategies to address the security skills shortage at all levels
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6 Steps to Effective Cyber Security Staffing

Addressing the Challenge

6 Things You Must Know...or at least consider.

1. Building “unicorn” teams (not unicorn people)

2. Fulfilling security talent needs through
alternative approaches to hiring

3.  Owning talent management rather than overly

relying on the HR function RACI for Security Strateay Planning
4. The lean security organization T T [ e e, S S
5. Machine-learning and the hope/hype of Al — T e e e T e e
6. Changing the paradigm on security resource '““‘
expectations

Prioritize building a portfolio of skills required to accomplish the mission over hiring a portfolio of traditional Security roles
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o 6 Steps to Effective Cyber Security Staffing

The Problem with Unicorns

Building “unicorn” teams (not unicorn people) requires deconstructing activities fulfilled by “roles” to identify required skills

The role-based approach poses three challenges

Impact of each

1. Hiring for existing roles may overlook the need for skill-based
new or emerging security skills requirement
desired of a

2. Traditionally defined security roles are difficult to fill candidate

because talent demand exceeds supply unicorn

3. It leads to the pursuit of “unicorn” people —
Individuals with an ideal combination of skills

. Of these
And results in candidates:
; » Only 26 are
» The search for these unicorn people focuses recgptive to new
security on talent that is hard to find, hire, and retain job opportunities.
» Only 11 are
. . e , actively looking
» Such an approach is largely unrealistic in today’s for a job.

market

Unicorn Teams — individuals that together create a group with every desired requirement—created by identifying a complete set of

security skills and competencies the Security function needs and expanding the talent pool from which Security recruits
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6 Steps to Effective Cyber Security Staffing

Deconstructing the Unicorn

Many organizations do not have long-standing, defined organizational knowledge of security because of a
legacy over-reliance on compliance vs. risk management =

» Competency: The mix of knowledge, skills,
and abillities required to deliver a desired

ObJeCtlve Presentation skills 4
. L. , . . . Internal stakeholder orientation . '
> Knowledge: An individual’s familiarity with Active listening and group participation {
Information, facts, or descriptions acquired YT
through experience or education Conching exparience __ {
roject management experience
] . L , o ] Strategic thinking/visioning abilities _ _ | _
» Skill: An individual’s proficiency at performing [
a Iearned aCtIVIty Etaat;xsiir::e;lly:;”e;nd modeling skills ‘
Crgative/innovgtive thi_nking | . | . _ ‘
> Ability: An individual’s innate proficiency at nelght-generation abfity g
and potential to perform a specific behavior at  [5.: crrerrize-evel msight anc
a higher proficiency Dete ielization f

Conducted as a formal exercise, deconstruct current and emerging security activities fulfilled by defined roles into a set

of required skills, competencies, knowledge, and abilities
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6 Steps to Effective Cyber Security Staffing

Alternatives to Staff Expansion

5 indirect approaches to meeting talent needs without hiring

1. Offload nonessential, administrative work from key security
staff such as metrics, status, and presentation building

1. Create administrative roles that make existing

2. Over time, security often accumulates responsibilities outside
technical staff more productive of core mandates or that overlap with the broader IT function
i ) 3. Firewall monitoring, spam filtering, event logging; and offering
2. Devolve work tasks outside of security security frameworks/APIs, code libraries, and other forms of

self-service that embed security into developer workflows

3. Use automation to handle repetltlve, low- 4. Use to: Quickly fill labor and skills gaps not currently in-place;

complexity tasks upskill and train existing in-house talent; fill immediate needs
while focusing recruitment on emerging needs; handle
4. Qutsource for high-demand activities and skill commoditized activities to allow in-house talent focus on
gaps core-capabilities or highly specialized tasks

_ _ 5. Opportunities to share talent between functions (e.g., IT,
5. Use internal talent-sharing to access new Legal, Internal Audit, Privacy) in ways that benefit all

. . participants — opportunities that advance Security goals,
skills and expertlse scale benefits across the whole security function, and inject

security into other risk management functions

Organizations often cite recruiting challenges as the primary cause for persistent talent gaps within the security function,

but recruiting external talent is not always the best solution
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Owning Talent Management

Security talent management /s Security’s job, not HR’s

» HR should be viewed as a valuable source of
Information for frameworks (e.g., competency
models), templates (e.g., job descriptions), and
expertise (e.g., EVP statement)

However, HR can inadvertently reduce Security
talent management effectiveness

= Where HR may not fully understand the current
security talent environment

= Many HR functions have misconceptions on
security talent that actually harm or delay
recruiting efforts.

6 Steps to Effective Cyber Security Staffing

=
v =

HR Misconception Reality v—

Certifications are required for many
securlity roles and are useful critera for
filtering applicants.

Securlty certifications do not strongly
correlate to actual staff performance;
overiooking candidates without
certifications unnecessarly reduces the
talent pool.

Compensation ranges for Securlty
rodes can be based on ranges used for
generalist IT roles.

cecurlty professionals often command
higher salaries than IT generalists due to
the short supply and high demand for
security talent.

Job listings for common Security roles
are standardized and can be reusad
without any changes.

Leading CI150s bulld unlcom teams with
staff that have complementary skill sats;
Securlty recrults for different skills as the
need arlses—eaven within common roles.

Security talent 1s best recrulted from
traditional sources (e.g., large job fairs,
onling [ob markets, major unilversities).

Most organizations compete for the

same talent; Securlty should look In
nontraditional places to expand the talent
piool.

Security Job istings should focus
primarily on technical skills.

Four competencles—business results
orlentation, declslon making, Influsnce,
and organlzational awareness—are the
strongest predictors of Secunty staff
performance.

Security applicants are most Interested
In compensation and the role's technlcal
requirements.

Securlity applicants are receptive to
employee value propositions that
highlight the comparable benefits of
working at the organization beyond
compensation

Own talent decisions from start to finish because Security is best situated to identify and understand its own talent needs

Gartner
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6 Steps to Effective Cyber Security Staffing

The Lean Approach to Security

Most security leaders still believe that growing their dedicated security teams is an unavoidable consequence of digital risk ,__

v
weations for Selected Security Functions V=
Commniinasl Org " Lean Security Organization
Program strategy/budget Information security (CES0) team E#&; IT strategy planning: PO '
management Devolved Security Team
Security process management Information security (CIS0) team EA; IO m “ m m
Vandor/third-party/cloud security Information security (CES0) team I":I'IF?M‘HMF ralationship managemeant); [ | i [ | i i | i
ot :
nensgsm Governance Security Operations AErgﬁtrgcr{fl?e 180 - om'ﬂfﬁmca;“ - Privacy Officer
Powarenss:s Coqmmunication Information security (CES0) team Commamications department
R + Risk = S0C = Security Strategy = Endpoint Security * Security Awareness || = Privacy
Business continuity managemest Information security (CIS0) team EA; ERM; DRM + Policy = CSIRT = Security Consulting * Host Security Communication
) . . . + Assurance = Application/Project = Network Security
Endpoint sacurity IT securty 120 — endpoint managemant :
Security « TUVM
Hostfserer security IT sacurity 120 — server management = Security
Administration
Metwork security IT security 120 — network operations + Access Management
Social and collsboration security IT securty 180 — collaborstion =000 [
Enterprise Digital Security Coordination Committee

Diata security IT securty Information managemsent
Anplication rity T a Application devel ¢ DevSacD Digital Risk Management Committee

teams

sentity intellig N T . Other LAM functions: busi Digital Security Strategy Planning Committee

imtelligence and data anahytics; internal

audit Incident Response Planning Committee
CIS0r chief Information sacurty officer; DRM: disaster Fecovery menagement; EA: entarprise erchifeciure; EAM: anterprise risk P : :
managemant; 150C INTastnuchsrs and oparations; LAM: Ioentity and sccess mansgement MAM: IT nsk management; PRA0; progrem Coordination and Planning Bodies
managemeant office

Sourca: Gartner (Decembar 2017) ID: 340376 @ 2017 Gaﬂner: Inc.

While Gartner research indicates that many security functions can effectively be "delegated" to other corporate, business and IT teams,

such an approach is still anathema to many CISOs
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e 6 Steps to Effective Cyber Security Staffing

Machine Learning and Al

By 2025, it is expected that Machine Learning for aspects of security will be a normal part of security practices

and will start to offset some skills and staffing shortfalls =
In its current state, ML/AI: Machine Learning (ML) is a technical
Artificial Intelligence (Al) is discipline to solve business problems
technology that appears to > is better at addressing narrow and well-defined problem utilizing mathematical models that can
emulate human performance s i extract knowledge from data, in
typically by learning, coming to its sets (such as classifying executable files) contrast to traditional software
own conclusions, appearing to engineering which solves business
understand complex content, > provides the best value when it is interpreted by humans, problems by explicitly defining
engaging in natural dialogues . - software logic. Mathematically, ML
with people, enhancing human or when it enhances Opefator awareness by pFOVIdlng can solve a variety of problems
cognitive performance or relevant information related to search or optimization. ML
replacing people on execution of approaches can heuristically search

non-routine tasks. Applications

. . for a "best-fit" function, such that the
include autonomous vehicles, > helps short-staffed teams be more eff|C|ent, find threats function hopefully also performs well
automatic speech recognition and they couldn't before, perform investigations more in new situations. The most common
generation, and detecting novel . . . . . business functions supported by data
T TS FITE) oS G S efficiently, and better anticipate future threats and risks T TS AT ML AC
useful for detecting potential new ] ) ) ] marketing, strategic or financial
risks and aiding humans to > Is not, and will never be, perfect. It is trained, tuned and planning, sales and risk, fraud, and

quickly understand very large

duic . refined continuously by humans, and often incorporates ~ compliance. However, the range of
odies of ever-changing

business problems that can be

information. the biases and preconceptions of programmers, which addressed with machine learning is
means it can be gamed huge.
Al and ML are overloaded marketing terms, making it difficult to distinguish between hyperbole and genuine value.

Applying ML well enough so that it can actually detect something new and unexpected is very difficult.
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6 Steps to Effective Cyber Security Staffing

The Promise of ML & Al

We can't escape the fact that humans and machines complement each other and together they can outperform each alone. ,__

v =
v =

Lofty goals for incorporating ML/AL: L. : :
v 9 P J » Organizations are looking to ML/AI to help with the

> Provides a verdict or decision with a high degree of confidence, increased complexity of security data as well as to
allowing for credible decision support to improve the efficiency of address staff shortages
security teams - o - - o

> Al in security is being experimented with in many

> Provides transparency about the confidence level of the segments including application security, network security,

algorithms involved data classification and data loss prevention, fraud
detection, threat intelligence, security operations and
> Uses training data that can help build an accurate representation integrated risk management (IRM)

of real-world security problems for supervised learning models )
yP P J Some of the early areas where Al technologies have

> Has good feature identification for unsupervised learning models ~ been used successfully in security are:

> Does not need frequent updates to the learning/analytics » Threat Detection: User and Entity Behavior Analysis
alg_qrithms_ and/or does not need extensive manual rule > Decision Support: Taking a variety of input and using
writing/tuning analytics to suggest ways to speed up security processes

> Gets better over time, requiring progressively less human » Vulnerability Management: Applying threat intelligence
supervision and advanced analytics to existing vulnerability telemetry

. — - : in order to enable a more accurate picture
> Gives significantly better results than existing techniques

Enterprises are interested in Al-related approaches in security because they are curious whether such approaches can solve well-

understood security and risk management challenges such as better prevention, improved detection, and faster incident response
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6 Steps to Effective Cyber Security Staffing

The Hype of ML & Al

The hype around these technologies has increased awareness and interest. But at the same time, it has heightened the
confusion associated with their effective utilization.

Leaming Wirtual Assistants p Leaming
Prescriptivie Analytics Machine !_-E.aming ) Prescriptive .i.nal'.rricsl"-,ll hjl.:ﬁ,hme Leaming
Optimizatio Self-Service Data Preparation Graph Analytics, | Autonomous Vehicles
Graph Analytics Event Stream Processing Smart Robots \ ntelligent Apps
Augmented __Cognitive Compuling Level 3 Vehicle d_F_,.Cn-g nitive Computing
Data Discovery -Python Autonomy __Computer Vision
Citizen Data Science Data Lakes Nm”m"::"ﬂa Level 4 Vehicle Autonamy
Advanced ~Predictive Analytics ) ) —Commercial UAVs (Drones)
Anomaly Detection- \ Soark Digital Ethics £ Predictive Analytics
I 4 —
1aT Edge v EEE':" "r EIn' ﬂg O_;FPGA Accelerator
o weo . -9 “Cognitive Expert Advisors .
E Embedded Motebooks E Bots ~—Leaming BRO Speech Recognition B
_g Analytics Guided Analytics = | Natural-Language Neuromorphic " Consumer Smart Appliances
@ AutaML 5 | Generation Hardware “Wirtual Customer Assistants
7] Simulation g
2 ) Ensemble Learning o Deep Reinforcement Ensemble Learming
7 Algorithm Speech Analytics _ £ Learning
@ Marketplaces Video/Image Analytics T artificial Virtual Reali
General  — Artificial Intelligence :“EEP‘E“M e e ':’t
Comversational Analytics Text Anal Inteligence E:Igsﬁrﬂ?ns " owied Em,:m -
e . YUCs atfarms Kn ge Managy nt Tools
Artificial General Intelligence Medel Managament Al-Related .
hm Marketpl
4 casl Algorithm Marketplaces
/ urnan-in-the-Loop Crowdsourcing 0es ‘Human-in-the-Loop
Crowdsourcing
As of August 2017 As of July 2017
..... Peak of Slann FPTEIIE Y Peak of
inowvation Inflated 5 .c:|.t. of Plateau o inovation Iu'l'fllur'l- : Trough of Slope of Plataau of
Trigger Expectations Enlightenment Productivity | Trigger EII]{.:_::_.:I.I .nl.:-: Disillusionment Enlightenment Productivity
time time
Plateau will be reached: Plateau will be reached:
¥ - % E 1 1 L 17 J P 1 3 ] T 10 v P "-\:I:.‘-.‘-lll"(' oDS g
O less than : s O 2ws yiars ® 5tc10 s 4. more than 10 yaars ® before plateau O less than 2 years @ 2tos years ® 5to10 years A more than 10 years ] oheolele

before plateau

ML and Al initiatives require more than just data and algorithms to be successful; they need a blend of skills,

Infrastructure and business bu
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e 6 Steps to Effective Cyber Security Staffing

Changing the Paradigm

Security is a not a technology problem, but a people problem. It is people who develop the technology, manifest the threat
and exploit the vulnerabilities, and develop and deploy remediation. But how we acquire and use human capital will change. y=

N/ —

More importantly, we must rethink
our outlook for how these resources
will be best engaged to contribute to

We must rethink our view of where

to source sufficient numbers to do Most importantly, we must

the things for which we cannot find 5 mission understand and execute what is
alternatives L : necessary to make the change
The organization of the future will have y g

> Students few emplpyees for the Iong—term. Think » Deconstructing the Unicorn will be

_ L “time-slicing” or "time-sharing™ paramount in shifting the paradigm
> Part-timers/2" jobs > By the semester or school year for and making effective use of the new
> New civilian veterans students workforce within their requirements

. > Afew days per week/hours per day > In the long run, benefits such as
» Sun-seeker/retirees i : ’ :
for part-timers work-life balance, work place/time
> Under-utilized population segments > By the season for retirees flexibility, and training & education
_ _ - : will out-distance large pay

> Partnerships with military, law > Fora year or less for those in

transition between job and career or differentials

enforcement, industry changes in career

In the same way that people can be perceived as a workforce challenge, they also represent an incredible opportunity. New entrants to

the workforce from both old and previously untapped sources bring a mix of enthusiasm and tested experience. Combined with a
world-class educational system, we have the ability to create an unparalleled corps of new-era cybersecurity professionals.
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Wrap-Up & Q&A

Summary

Small security teams may not be hiring, but they are at the greatest risk of attrition, so they must improve staff

development and engagement.

6. Change the
Expectation Paradigm

We are already struggling to hire and retain the
right people. Growing team size and the
emergence of new roles mean that Security can 5. Machine Learning

no longer take an impromptu, gut-driven etee
approach to talent management.

4. The Lean Security
Organization

1. Build Unicorn
Teams

2. Alternative
Approaches to Hiring

3. Own Security
Talent Management

The concept of security is simple. But executing security is a journey for which there are no shortcuts. It changes often and is no

longer simply about technology. It's expensive and requires continuous investment. It takes time and requires constant attention and

evolution. It forms complex relationships and is part of everything you do. And the need for it never ends. Endeavor to persevere.

Gartner
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